K-BUS’ IP Interface with Secure_V1.3

BNIP-00/00.S

KNX/EIB Home and Building Control System



Attentions

1. Please keep devices away from strong magnetic field, high temperature,

wet environment;

Away from Away from

magnetic field high-temp

Prevent
moisture

2. Please do not fall the device to the ground or make them get hard impact;

Wipe
with care

4. Please do not disassemble the devices.




Contents

Chapter 1 SUMMArY ===========m= = e oo oo e e e e e e e e oo oo 1
Chapter 2 Technical Data -=--==-========== e 2
Chapter 3 Dimension and Connection Diagram ----============m oo oo oo 3
3.1. Dimension diagram =--=========mmmm oo oo e e e e e e 3
3.2. Connection diagram =-==-==========mm e oo 3
Chapter 4 Parameter setting description in the ETS ---=----=======mmmm oo oo oo 4
4.1. Parameter window “General” -=--========mmm oo e e 4
4.2. Use of the integrated tunneling Servers ==-===-====m-mmm e 7
4.3. KNX SeCUI@ =========mm e e e e e e e oo oo e e e e e e e e e e e e e e e e e 9
4.4. Unloading the device ---========mmm oo oo e 15
4.5. Read device information -==============mmm e e e e 16
Chapter 5 Factory setting -------=========mmm oo oo 17

Chapter 6 Web Configuration =-==-========mmm e oo oo 18



GVS) K‘BUS® KNX/EIB IP Interface with Secure

Chapter 1 Summary

The IP Interface with Secure is designed for an intelligent building control system, which is used for
facilitating communication between the Ethernet network and the KNX system. KNX telegram can be

sent to or received from other devices via the network.
The device supports the KNX Secure protocol (KNXnet/IP Security).

The device serves as an interface between KNX installations and IP networks, and can configure,
parameterize and commission the KNX installation as well as group monitoring via the LAN using the

ETS software.
The bus connection is carried out via using KNX bus connection terminals.

The device adopts an Ethernet RJ45 interface to connect with LAN network. The network interface

can be operated with a transmission speed of 10/100Mbit/s Auto Sensing.

The IP address of the device can be fixed or can be received from a DHCP server. If you need to
remain the IP address static or here no DHCP server on the network, you can assign a fixed IP address

to the device via ETS.
It can support the UDP/TCP telegram and the port number 3671, and support up to 5 KNX IP client
connections, please refer to chapter 4.2.

It is able to use the Engineering Tool Software ETS (ETS5 or later) with a .knxprod file to allocate

the physical address and set the parameter.

It is a modular installation device. It can be installed in the distribution board on 35mm mounting

rails according to EN 60 715.

This manual provides detail technical information on the function as well as assembly and
programming of the device for users, and explains how to use the interface device by the application

examples.

Note: The device does not support programming itself using an IP tunneling connection, but it

can be programmed via a broadcast connection (Realtek PCle GBE Family Controller).

The device also does not support bus monitoring.
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Chapter 2 Technical Data

Power supply Operation voltage 21-30V DC, via the KNX bus
Current consumption <19.5mA, 24V; <15.5mA, 30V
Power consumption <470mW

Connections KNX Via bus connection terminal (red/black)
LAN RJ45 socket for10/100Base-T, IEEE 802.3

network, Auto Sensing

Operating and Programming LED and For assignment of the physical address
display button
LAN LED ON Network connection indicator
LAN LED flashing Telegram traffic between the device and network
KNX LED ON KNX bus connection indicator
KNX LED flashing Telegram traffic between the device and KNX bus
Temperature Operation -5°C...+45°C
Storage -25°C...+55°C
Transport -25°C..+70°C
Ambient Humidity <93%, except condensation
Design Modular installation device, on 35mm mounting rail
Dimensions 36 mmx90 mmx64mm
Weight 0.1KG

Housing, colour  Plastic housing, Beige

Application program Max. number of Max. number of Max. number of
communication objects group address associations

IP Interface with Secure 0 0 0
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3.1. Dimension diagram

36.0 mm

lo o

90.0 mm

3.2. Connection diagram
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Chapter 3 Dimension and Connection Diagram

“— 64.1mm —

L A

(DLAN LED ON, indicate that network connect normally
LAN LED flashing, indicate that telegram traffic between
device and network

@KNX LED ON, indicate that KNX bus connect normally
KNX LED flashing, indicate that telegram traffic between
KNX bus and device

(BLAN connection

@Programming LED, red LED ON for assignment of
physical address

®Programming button, to enter or exit the physical
address programming mode

Reset the device to the factory configuration: press the
programming button and hold for 4 seconds then
release, repeat the operation for 4 times, and the
interval between each operation is less than 3 seconds

®KNX bus connection terminal
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Chapter 4 Parameter setting description in the ETS
4.1. Parameter window “General”

Parameter window “General” is shown in fig. 4.1.1. The device information,including company
name, project name,DNS server can be set here.

-.-.- IP Interface with Secure > General

General Company Mame

Project Name
DNS server 192.198.1.1

IP Settings
Configuration in ETS windows -»Properties <-
Device name: Device > Properties --» Settings --> Name

IP addresses: Device --» Properties --> IP

Fig 4.1.1 “General” parameter window

This parameter is used to set the company name the device belongs to. Maximum 30 characters

can be input.

This parameter is used to set the project name the device belongs to. Maximum 30 characters can

be input.

This parameter is used to set the DNS server address.

Configuration in ETS windows-->Properties

Configure the IP parameters of the IP device in the properties window of ETS.
Device name: Device-->Properties-->Settings-->Name
The device name can be entered in the Settings Properties window. The device name loaded into

the device can be changed in the Name field, as shown in Figure 4.1.2 below.

4
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The device name is used for identification of the device on the LAN. For example, the installation

location can be identified by the names assigned to the devices, e.g. IP interface, hall, etc

Note: Only the first 30 characters of the device name are loaded into the device; the rest is
truncated.

£u Properties

Name

Ma{e rface with Se%
Indivfdual Addsess—

5 O

Comments  Informati...

i}

Settings

Description

Last Modified 2022/5/16 16:44
Last Downloaded -

Serial Number

Secure Commissioning

@ Activated
S~? Add Device Certificate

Secure Tunneling

Deactivated

Status
Unknown

Fig. 4.1.2 Settings
IP addresses: Device-->Properties-->IP

The IP address can be defined in the IP Properties window, as shown in Figure 4.1.3 below.

The following options are available for setting the IP address:

Options:
Obtain an IP address automatically

Use a static IP address
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£ Propertias > i Properties >
."‘e‘ | £ -':.13,
e L g‘ e W . l—_v—l @
Settings P Commen... Informat... Settings IF Commen... Informat...
(O Obtain an IP address avtomatically | Obtain an IP address avtomatically
Use a static IP address (O Use a static IP address
MAC Address IP Address
Unknown 255.255.255.255
Multicast Address Subnet Mask
224032312 255255255255
¥ Commissioning Password Default Gateway
Qe:3e"Yp 255.355.255.255
: MAC Address
' Authentication Code Unknown
I s Multicast Address
22402312
W Commissioning Password
Q9:3e"p
W Authentication Code
j5q5<5,G
Fig. 41.3 1P

Obtain an IP address automatically: In the default setting the IP Interface with Secure expects the

assignment of an IP address by a DHCP (dynamic host configuration protocol) server. This server
responds to a request by assigning a free IP address to the device. If a DHCP server is not available in

the network, the device will be inaccessible.

Use a static IP address: If no DHCP server is installed on the network or if the IP address should

remain the same, it can be assigned as static. When assigning static IP addresses, ensure that each
device receives a different IP address, and also configure the matching subnet mask and default

gateway.
The MAC address is read from the device after a download
The multicast address is only displayed here, 224.0.23.12, it can not be changed.

The commissioning password and the authentication code are only visible when KNX Secure is

activated, and are required for IP tunneling connections.
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4.2. Use of the integrated tunneling servers

The IP Interface with Secure offers 5 additional physical addresses, which can be used for a
tunneling connection, shown in fig. 4.2.1. These so-called tunneling servers can be used with the ETS
as a programming interface or with another visual display client, with smartphone, with tablet, with bus

tool etc.
4 "W 111 1P Interface with Secure
o 1.1.2 IP Interface 1
o 1.1.3 1P Interface 2
o 1.1.4 1P Interface 3

o 1.1.51P Interface 4

o 1,16 IP Interface 5

Fig.4.2.1 Tunneling
The physical address of each tunneling connection can be changed in the setting property window,

and their physical addresses must fit the topology.

In ETS, the first five free addresses in the line are assigned automatically after the device has

been inserted into a line. This is a property of the ETS and cannot be changed.
The addresses will be available in the device after the first download.

If this is not desired, the setting can be changed manually in the Properties window via activated
the Park, shown in fig. 4.2.2. This tunnel will receive the address 15.15.255 after download. If the option
Park is selected for all tunneling servers, all tunneling servers will be assigned the address 15.15.255.

(15.15.255 is the default address for devices with no physical address assigned)

|ag@

-

CEs X Delete * Cownload | ~ u Highlight Changes Defau = settings Comm... Inform...

[ i x Name
(]| Devices 1.1.1 IP Interface with Secure > General

5 Dynamic Folders IP Interface 1
4 'ﬁ 1.1.1 IP Interface with Secure General Company Name

A1 e .
I 1.1.2 IP Interface 1 Brojeibiame
b 1,13 IP Interface 2 Description

e 1.1.4 1P Interface 3
el 1.1.5 1P Interface 4
e 1.161P Interface 5

DMNS server 192.198.1.1

Fig.4.2.2 Setting - Park
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In addition, the tunneling servers can also be encrypted with KNX Secure. First activate Secure

Commissioning, and then activate Secure Tunneling, as shown in Figure 4.2.3. After activating Secure
Tunneling, the password for each Tunneling connection can be set in ETS, as shown in Figure 4.2.4, and

users can change this password as needed.

Devices = A O X e —
@ B U @
Add Devices K Delete _': Download | = Help Highlight Changes Default Parameters i Setti. P Com... Infor.
fons 2
(EllDevces 7 1.1.11P Interface with Secure > General

[ Dynamic Folders

4 T‘E 1.1.1 IP Interface with Secure General Company Name Individual Address

ol 11.21P Interface 1 Project Name 11 15 Park
s 1.131P Interface 2 Description
&k 1.1.4 1P Interface 3
A 1.151P Interface 4 DNS server 192.198.1.1
<k 11610 Interface 5
1P Settings Last Modified 2022/8/20 10:38

5 i i Y Last Downloaded -
Configuration in ETS windows ->Properties<-
Serial Number

Device name: Device > Properties --> Settings --> Name

IP addresses: Device --> Properties --> [P

Secure Tunneling

Status
Unknown -

Fig.4.2.3 Setting - Secure activated
S o O @

X Delete ¥ Download | Highlight Changes Default Parameters = Settings ~ Comme.. Informa...

& i w Name
(B Devices 1.1.1 1P Interface with Secure > General

= Dynamic Folders IP Interface 1
4 i 111 1P Interface with Secure General Company Name Individual Address

L1121 Interface 1 ) 13 | oz, Park

Project Name
11310 Interface 2 Description

b 1.1.4 1P Interface 3
DNS server 192.198.1.1

IP Settings Password
Configuration in ETS windows ->Properties<- DIsP 0t

s 11517 Interface 4
bk 11,6 1P Interface 5

Fig.4.2.4 Setting - tunneling password
If a project password is not assigned to the project, ETS will prompt to assign a project password
when activate Secure Commissioning , as shown in Figure 4.2.5 below. In other words, you must set a

project password for the project, otherwise the Secure Commissioning cannot be activated.
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Set Project Password

To ensure secure communication, you must provide your
project with a password so the stored keys in the project are
protected. Select Cancel to use not security at the IP Backbone
in this project,

A good password should consist of at least eight characters,
at least one number, one uppercase letter, one lowercase
letter, and have a special character

Mew Password
[ o

Confirm Password

Cancel

Fig.4.2.5 Set project password

4.3. KNX Secure

The IP Interface with Secure is a KNX device according to the KNX Secure standard. In other words,
the device can run in secure mode, and the tunneling connection are encrypted.
Therefore, the following information must be taken into account during device commissioning:
<> It is essential to assign a project password as soon as a KNX Secure device is imported into a

project. This will protect the project against unauthorized access.

The password must be kept in a safe place - access to the project is not possible without it (not

even the KNX Association or device manufacturer will be able to access it)!
Without the project password, the commissioning key will not be able to be imported.

% A commissioning key is required when commissioning a KNX Secure device (first download).
This key (FDSK = Factory Default Setup Key) is included on a sticker on the side of the device, and it
must be imported into the ETS prior to the first download.

< On the first download of the device, a window pops up in the ETS to prompt the user to enter
the key, as shown in Figure 4.3.1 below. The certificate can also be read from the device using a QR

scanner (recommended).
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E‘._ Bl Add Device Certificate

This device is configured for secure commissioning but its device certificate is missing.
If you do not have access to this information now, you can either skip the download or

deactivate secure commissioning by selecting "Plain”,

1. Nocamera found!

Plain Skip download | |

Fig.4.3.1 Add Device Certificate window

< Alternatively, the certificates of all Secure devices can be entered in the ETS beforehand. This

is done on the “Security” tab on the project overview page, as shown in Figure 4.3.2 below.

The certificates can be also added to the selected device in the project, as shown in Figure 4.3.3.

- o

Settings

Project Log

Import Date: 2022/4/27 1649 Last Modified: 2022/5/26 13:5%

Project Files

Device

Overview Bus Catalogs
iects | Archiv ETS Ins
Projects = Archive ETS Inside o5t Crere em
7 3+ 1 Cenreh
+ : Searc Db
Name Last
Test Secure demo 2024 Export
i : Export Keyring
Test Project Push button senser Plus with Secure 2022/
2022/ Device Certificates
2022/ S
2022/ Serial Number «  Factory Key (FDSK)
KNX Smart Touch with push button, 3-gang_VL1 Zozzg| O9E5:23110079

1818800478CCA0TELCTEEFOABEEG94EE  1.1.1 IP Interface with Secure

Fig. 4.3.2 Add Device Certificate in overview

& Dynamic Folders
iﬁ’ L.1.1IP Interface with Secure

» P 11.8 Push button sensar Plus...

1/2/3/4gang > KNX Secure
KNX Secure
General setting

Temperature measurement

Rocker 1
Rocker 2
Rocker 3
Group Objects Channels
Diagnostics ™
= Monitor Start &

= " 1.1.8 Push button sensor Plus with Secure,

Devices * A O o
‘ . G L] o
Add De XK Delete t Download | = Help Highlight Changes o Settings Comments Information
Eﬁ" Devices Name

Push

rtton sensor Plus with Secure, 1/2/3/4gang
Individual Address
KNX Data Secure ”

11 f: Park
o KNX Data Sec Description
unauthorised
installation.
o ETS can active
Last Medified 2022/5/26 13:52

Last Downloaded -
0085:25090002

Device certificate

(i ] The device ce
ecurity functic ¥
< »

Serial Number

Secure Commissicning

. Activated
Parameters
A O | dd Device Certificate I
Status
= Unknown

Fig. 4.3.3 Add Device Certificate in project

10
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< Two FDSK stickers are applied on the device. One of them can be used for the project

documentation, and the other one can remain on the device.
Without the FDSK, it will no longer be possible to operate the device in KNX Secure mode after a

reset.

The FDSK is required only for initial commissioning. After entering the initial FDSK, the ETS will
assign a new key, as shown in Figure 4.3.4 below.
The FDSK will be required again only if the device was reset to its factory settings (e.g. If the device

is to be used in a different ETS project).

EEE 1 dding Device C icatt =
E._%. ddi 9 “e Le:t\f & (_ — ﬂ“ -‘
This device supparts secure commissioning. I i N TR
Ir::)‘f\cu have the certificate of the device available, you can scan the QR code or enter it 'z E FDSK i aﬂas 5 25 1 1 QQQS
| c¥  ACCSKE-IAFENR-
1, No camera found! s = RDI EPD-GEA7Q4-
ACCSKE - IAFENR - RDIEPD - GEA7Q4 - O2HWO [EGsssd |+ DEHVVD_EGSSS?

Serial Number 0085:25110029
Factory Key  1B188D0478CCA07EICT6BF3ABBBEI4BE

Fig. 4.3.4 Adding Device Certificate window

Example:

If this application in the project needs to be tried with another device, it is no longer the original
device. When the application is downloaded to a new device, the following prompt will appear on the
left of figure 4.3.5, click yes, the Add Device Certificate window will appear, then enter the initial FDSK
of the new device, and you need to reset the device to the factory settings (it is not required if the
device is still factory default; If it has been used, it will be required to reset, otherwise the following error
message will appear on the right of figure 4.3.5), and then the device can be successfully downloaded
again.

1.1.8 Push button sensor Plus with Sec...
Device is secured with a key not known..,

: . If you are sure you opened the correct...
o Download .

The device in the programming mode is not  ~
the same as the device previously
programmed with address 1.1.8. If the device

the device according to the
preduct documentation

Yes N

o

E

Fig. 4.3.5 Example

11
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Whether the device is replaced in the same project, or the device is replaced in a different project,

the processing is similar: Reset the device to the factory settings, then reassign the FDSK.

After the device is downloaded successfully, the label Add Device Certificate turns gray, indicating

that the key for this device has been assigned successfully, as shown in Figure 4.3.6 below.

¥ Secure Commissioning

W Activated b

Secure Tunneling
Deactivated o

Status

Fig. 4.3.6

ETS generates and manages keys:

Keys and passwords can be exported as needed to the use of security keys outside of the

associated ETS projects, e.g. if a client would like to access one of the tunnels. As shown in Figure

4.3.7 below, the file extension is .knxkeys.

Test Secure demo Import Date: 2022/4/27 1643  Last Mc
Details Security Project Log Project Files

Export
I I Export Keyring

Device Certificates

&= Add

Serial Number #  Factory Key (FDSK) Device
0085:25080001  F25370641BEC1AAFFO737BDEOFIZ2CEE

0083:25090002  65175BEDTAB6206A36BABEIAG4BS35DC 1.LE Push button sensor Plus with Secure, 1/2/3/4gang

0085:25110029 1818800478CCA0TELCTEEFSABEEE04EE  LLLIP Interface with Secure

Fig. 4.3.7

ETS with IP connection example:

The whole process is shown in Figure 4.3.8 below. Select the IP Interface device, select one of the
Tunneling (such as physical address 1.1.2), click “Test”, the commissioning password and
authentication code input window will pop up (the password and authentication code can be viewed in
the device property window in the project), enter the password and authentication code. After click “OK”,

the word Ok will appear next to the “Test” button, and then click “Select” to connect.

12
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Current Interface @ <& 1P Tunneling

L.111P Interface with Secure N,
Individual Address: 7 il
1P Interface with Secure

4 Configured Interfaces 4 Add  Eimport. X Export.
Host Individual Address

L oFEE 0.0.0.0:3671 111
4 Discovered Interfaces Individual address
b 1.0 GDF40T [PRouter 102,168.127.33:3671 1C:87:76:91:10:3D
IP Address
b 15152 1P Interface Secure N 148/23  192.168.195.87:3671 D0:0E:8C:00:89:FB
192.168.192.241
Port
& KNX USE Interface (Video-Star) r
& KNX USB Interface (Video-Star) | MAC Address
BB Realtek PCle GBE Family Controller  224,0.23.12 40:8D:SCOALOET 1CETTEAL10:A0

Properties
o 5 @
Settings P Comme...  Informa.

i _ Cbtain an IP address automatically

’ o @ Use a static IP address
This connection is secured
Please enter the login data: [ indadual ndtir 1P Address
Commissi rd 192.168.192.241
Subnet Mask
Authentication Codle [optional) o 255.255.248.0
(3s0xnnd : Default Gateway
192.168.192.2
MAC Address

1C:87:76:91:10:A0

Multicast Address
22402312

. Commissioning Password

Good
W Authentication Code

Current Interface @ <& 1P Tunneling

Name

IP Interface with Secure

< Configured Interfaces = Add K import.. A Bxport..

Host Individual Address

b FEE 0.0.0.0:3671 111
4 Discovered Interfaces Individual Address
112 Address free?
b 11,0 GDFA07 IPRouter 192168.127333671 1C87:76:91:10:9D
1P Address
L 151521P Interface Secure N L. 192.168.19587:3671 000ESC:0083:F8
192.168.192.241
b 111MPInterface with Secure  192.168.192.241:36.. 1C:8776:91:10:40
Port
& KNX USB Interface (Video-Star) Tt
@& KNX USB Interface (Video-Star)
MAC Address
B3 Realtek PCle GBE Family Contro.. 22402312 408D5CIAI0ET 1C:877691:10:A0

/ Test

Fig. 4.3.8 IP tunneling connection

13
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In Figure 4.3.8, if Secure Tunneling is not activated, , the commissioning password and
authentication code are not required when the device is connected as an interface; if Secure Tunneling
is activated, ETS will prompt you to enter the commissioning password and authentication code when
connecting.

The IP Interface can be reset to its factory settings if necessary, see chapter 5, Factory setting

Note: Any USB interface used for programming a KNX Secure device must support “long frames”.

Otherwise ETS will report a download failure information, as shown below.

1.1.1 IP Interface with Secure

The requested operation requires that the local interface, the remote
device and any couplers in between support long frames.

Connection: K-BUS USE Interface(RF} (Video-5tar)

Start: 17:51:02

End: 17:51.02

Fig. 4.3.9

14
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4.4. Unloading the device

The device can be reset to the factory settings. This is a secure device, so the following

information must be observed:

When the device is operated in KNX Secure mode, it can be reset via the ETS only if the ETS uses

the project with which the device was parameterized or if the commissioning key is available in the

project.
The device can be unloaded by right-clicking it in the ETS.
Unloading the application:
® The IP address and IP configuration will be retained

® The passwords of the tunneling servers will be deleted. There will not be required to enter the
commissioning password and authentication code when connecting (if there is the pop-up

windowi,it is empty)

® The key assigned by the ETS will be retained. In other words, the FDSK will not be needed for

reprogramming
® The physical address will be retained
Unloading the physical address and the application
® The device will be reset to the factory state

® The FDSK will be required for re-commissioning unless it is still available in the ETS project

from the original commissioning process

15
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4.5. Read device information

Reading device information can only be done in the project of the device, via select the

device-->right-click—->info—->device info, as shown fig.4.5 below.

[ ]] LAEWILES 7 LTI e ILJELL FURCL]

= Cynamic Folders

b B 1.1.1 IP Interface with Seque

t Download ’
Unload ’
D nfo r .@
¥1 Reset Device Cirl + R Device Info (With Group Communication)

Fig. 4.5 Read device information

16
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Chapter 5 Factory setting

The IP Interface is delivered with the following default factory settings:

Physical address 15.15.254

15.15.241

15.15.242
Tunneling Addresses 15.15.243

15.15.244
15.15.245

IP configuration

IP address 192.168.2.200
Subnet mask 255.255.255.0
Default gateway 192.168.2.1

The reset to factory settings can also be performed directly on the device. The specific operation
as follows:

Press the programming button and hold for 4 seconds then release, repeat the operation for 4
times, and the interval between each operation is less than 3 seconds, after that, the LAN, KNX and
programming LED indicators are all off, and then the LAN and KNX return to normal instructions, and
the device enters the restart, and after the restart is completed, it can be restored to the factory

settings.

For more information about the FDSK (Factory Default Setup Key). See chapter 4.3, KNX Secure.

17
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Chapter 6 Web Configuration

Web configuration is typically used to modify IP addresses and device names, and upgrade

devices. Note: If KNX security is enabled, network configuration cannot be modified via the web

configuration.

Enter the IP address of the device in the web browser to enter the web configuration interface

of the IP Interface, as shown in Fig.6.1 below.

@ KNXnetlP Secure Setting

Device Name:
Software Version:
Firmware Date:
MAC Addr.:

IP GetMethod:
(DHCP=4)

IP Addr.:

Subnet Mask:

Gateway:

Select the firmware:

x [

e C ® Notsecure | 192.168.2.200 w &3

=B

IPInterface Secure
11.0

Jun 922 10:42:58
1C:87:76:91:10:B5
1

192.165.2.200
255 2552550
192 168.2.1
Save And Res_e_t

Choose File | Mo file chosen

Upload

Fig.6.1 IP Interface web configuration window

(D Device Name: Display or set the device name.

@ Software Version: Display the firmware (software) version.

® Firmware Date: Display the date of the device firmware.

@ MAC Addr.: Display the MAC address.

® IP GetMethod: The method to get IP address. When the value is set to 1, it represents the fixed

IP address. The custom IP address, subnet mask and default gateway can be entered below. When the

value is set to 4, IP address is automatically assigned via the DHCP server.

® IP Addr.: Display or set the IP address.

@ Subnet Mask: Display or set the subnet mask.

18
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Gateway: Display or set the gateway.

Note: When using a fixed IP address setting, please ensure that each device receives a
different IP address, and configure an appropriate subnet mask and default gateway, otherwise

the web configuration interface cannot be opened even if the IP address is entered.
© [Save And Reset] : Click this button to save and reset after setting changes are completed. At
this time, the page will jump to the window as shown in Fig.6.2, indicating that the device is restarting.

After restarting, the page will automatically return to the configuration window.

If the IP address is changed, you need to enter the new IP address to enter the configuration

interface again.

= Elﬁ

& KNXnetlP Confic x +
g

“— C @® Notsecure | 192.168.2.200/config... ¢ e :

The device will boot in 3 seconds.

Fig. 6.2
Select the firmware: It is used to upgrade the firmware of the device. Click the button [Choose

File] to choose the firmware (.bin) of the updated device, and then click the button [Upload] to update

the device. Figure 6.3 shows the firmware upgrade successful .

= | B
& Motice:upgrade successfull * -+

— C (@ MNotsecure | 192168.2.200/uploa... +r | e :

Firmware Upgrade successful!

Fig. 6.3

Note: If the user does not know or forget the IP address, reset the IP address of the device to
the default address of 192.168.2.200 via restore factory setting (See Chapter 5 for details), and
then enter this IP address in the browser to enter the web configuration window of the device and

change the IP settings and then save.
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