Catan C1 KNX IP router

Instructions for using the KNX IP router in the
Catan C1 and Catan C1 EN building controllers

Application note/quick start guide
112376_en_03 © Phoenix Contact 2026-06-03
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1 Description

Catan is the new product family for building automation
from Phoenix Contact. The Catan C1 controller is the cen-
tral component of the product family and has a wide range
of hardware and software functions. The controller inte-
grates, among other things, the functionality of a KNX IP
router device for forwarding KNX telegrams from and to
the integrated KNX TP connection. It can therefore be
used as part of the KNX IP backbone infrastructure in a
KNX installation. The device can also be used for program-
ming KNX TP devices using ETS. It can also be used as a
KNX IP interface to establish tunneling connections to the
connected KNX TP devices.

Observe these notes

Make sure you always use the latest documentation.
It can be downloaded at phoenixcontact.com/product/1371432.

E This document is valid for the products listed in Section “Ordering data” on page 3.
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2 Ordering data

Products

Description Type Item No. Pcs./Pkt.
Catan — Controller for building and room automation Catan C1 EN 1371432 1

Catan — Controller for building and room automation Catan C1 1886438 1

3 Revision history

Documentation Firmware Contents/changes

112376 Rev. 00 KNX application version 1.0 Initial release

112376 Rev. 01-02 Bugfixes / network adapter settings

112376 Rev. 03 Update on the network configuration and the WBM for Catan C1

112376_en_03 Phoenix Contact 3/16
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4

Connection and operation of the controller
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Figure 1

Catan C1 controller (housing cover open)

Main power supply

Connect a 24 V DC power supply to pins 32...35.

If the controller is used without any other external load
(KNXIP router only), a power supply of 500 mA is suffi-
cient.

Note: Refer to the controller data sheet for the sizing
of the power supply.
KNX TP bus connector

Connect a standard KNX power supply for the KNX TP line
to pins 1 and 2. Wire the KNX TP devices to the same con-
nection.

Ethernet connectors

Catan C1 has three Ethernet ports that can be assigned to
two different network interfaces. In the default configura-
tion, ports LAN1 and LAN2 are used for the LAN interface
(en0) and port LAN3 for the WAN interface (enl).

USB connectors

Catan C1 has two USB ports, USB 1 on the side and USB 2
on the top. Only USB 1 can be used as a network device of
a connected PC.

Status LEDs and programming button

The cover on the top of the controller can be opened to re-
veal the “Power” and “Status” LEDs and a button marked
“Action”.

112376_en_03
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5 Network integration of the KNX IP router in the Catan C1 controller

The block diagram (Figure 2) illustrates the interaction of
automation and KNX IP router in the Catan C1 controller.
The controller has two independent network adapters,
en0 and enl. In the Catan C1 EN WBM, these are labeled
LAN and WAN. In the Catan C1 WBM, they are labeled Port
X1 and X2.

The KNX IP router works completely independently of the
automation software. Aninternal IP tunnel enables the au-
tomation system to access the KNX-TP line.

5.1 Settings for the controller Catan C1 EN

The integrated web-based management (WBM) can be
used to define which Ethernet sockets (LAN1, LAN2 and

LAN3) are assigned to the respective adapters. The set-
tings can be found in the WBM menu "Network/Switch".

The network connection of the KNX IP router can also be

set in the WBM. Depending on the setting, routing and tun-
neling is carried out either via en0 or en1, or this function
can be deactivated completely (see section 6.4).

5.2 Settings for the controller Catan C1

For the Catan C1, the network connection of the
KNX IP router can also be set in the WBM (X1 or X2).

X1 is permanently connected to LAN1/LAN2 and X2 to
LAN3.

KNX TP
Catan C1 Controller
Adapter en0 Y ﬁ LAN 1
KNX IP . »  Catan gﬁ LAN 2
Router IP Tunneling Automation
. i
IP Tunneling/ 1
Routing
Adapterent ¥ ‘gm_mg LAN 3

WBM
Settings

Figure 2 Catan C1 KNX IP router block diagram

WBM
Settings
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6 Network configuration of the KNX IP router

6.1 Starting the WBM

The controller has two independent network adapters,

en0 and enl.

The default configuration of the controller assigns the LAN

connections LAN1 and LAN2 to the network adapter enQ.

The default IP address for this is 192.168.1.1.

The IP address of the controller can be changed only via

the controller's integrated web-based management

(WBM). It cannot be changed via the KNX programming

tool ETS.

All other settings of the KNX IP router can be adjusted in a

later step via the ETS.

To change the IP address of the controller, proceed as fol-

lows:

« Loginto the WBM by connecting your PC either via
LAN (LAN 1 and LAN 2 connections) or USB port 1 on
the side of the housing.

?  Option A: Configuration via LAN

1. Set the Ethernet adapter of your PC to the same
subnet as the default configuration of the control-
ler.

« IP address: 192.168.1.xxx
 Subnet mask: 255.255.255.0

2. ForCatan C1EN:

— Inyourbrowser, enter the following default URL in-
cluding the port number:
https://192.168.1.1:8443

?  Option B: Configuration via USB

— Enter the following URL in your browser:
https://169.254.252.10:8443

3. ForCatan C1:

— Enter the following default URL in your browser:
https://192.168.1.1

?  Option B: Configuration via USB

— Enterthe following URL in your browser:
https://169.254.252.10

Note: Connecting the controller via USB automati-
cally installs a network adapter under Windows 11
(USB NCM Host Device). With Windows 10, the net-
work adapter must be installed manually. Instruc-
tions can be found in a separate document (item
number 111851: AH EN CATAN Quickstart) at
phoenixcontact.com/product/1371432.

Accept the warning about an invalid certificate in the
browser.

Use the following default login details:

For Catan C1 EN:

— User name: phoenix
— Password: catan
For Catan C1:

— User name: admin

— Password: An initial password is printed on the top of
the device under the white insert label.

Note: During the first startup of the automation soft-
ware on the controller, the user name and password
for the WBM are usually changed. If the controller
has already been started up before, the IP address of
the KNX IP router has already been defined also.

112376_en_03
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6.2 Setting the IP adress

For Catan C1 EN, navigate to the "Network/LAN" menu
and enter the desired values. Save your changes and re-
start the controller.

[ catan controller

& CatanCLEN
P

\?/ Connection: & OK status: @ No changes
@ owe
e Network N LAN

General 1|

Switch IP settings

ss aB8:74:1d:3b:59:da
18 System & Update ~ OAutoma(iC (DHCP) @ Manual (Static IP)
Reboot & Reset
Firmware update IF
Date & Time

s 192.168. 1 .16 @

n bnet Mask 255.255.255. 0 @

Addressing
Default Gateway 192.168. 1 .254 @

DNS settings

Figure 3 Catan C1 EN: IP settings
For Catan C1, you will find the settings in the "Configura-
tion/Network" menu.

[ catan controller

<, CatanC1EN

%32

by AR @ ok Status: @ No changes

@ ow

b Network N LAN
General 1|
Switch IP settings
LAN
WAN M s a8:74:1d:3b:59:da

83 System & Update -

(O Automatic (HCP) (@) Manual (Static IP)
Reboot

IPAddress 192.168. 1 .16 @

0SS licenses
&5 KNX ~
Addressing

sk 255.255.255. 0 @

y 192.168. 1 .254 @

DNS settings

Figure 4 Catan C1: IP settings

6.3 Standard gateway

Please note that only one (1) standard gateway can be ac-
tive for the device, although the configuration can be car-
ried out separately for each interface.

The default gateway for the LAN (en0) or X1 interface has
priority if both are configured. If the setting from the WAN
(en1) or X2 interface is to be used, the entry for LAN (en0)
or X1 must be deleted.

For Catan C1 EN, this also applies if the default gateway is
to be obtained via DHCP for WAN.

112376_en_03
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6.4 Settings of the KNX IP router

For Catan CE EN navigate to the "KNX/Addressing" menu
and define the KNX IP router settings (see Figure 5).

For Catan C1 navigate to the "Configuration/KNX" menu
(see Figure 6).

The KNX function can be switched off completely.

The KNX IP router can be deactivated. In this case, only in-
ternal access to the connected TP line via IP tunneling is
possible.

The KNX IP router can be activated and assigned to one of
the two network adapters of the controller.

The physical addresses of the KNX IP router can be preset.
The addresses are overwritten when programming with
the ETS.

’ PLCnext Control

Catan C1 Projectname ---

P
\'@(/ Item number 1371432 Firmware version 2026.0 LTS (26.0.0.0)

Serial number 2037659362 Hardware version 00

@ Overview
() Device
General data

LAN INTERFACES NETLOAD LIMITER

Diagnost
Q iagnostics TCP/IP (LAN1 + LAN 2)
Notifications

£2 Configuration

Figure 6

PLCnext Store

Status Configuration
Network
Web services 1P address 192.168.1.1 192.168.1.1
Date &ti
S bme Subnetmask  255.255.256.0 256.255.255.0
© security
@ System Default gateway 192.168.1.99 192.168.1.99
@ Help DNS server addresses 8.8.8.8 883838

Figure 5

MAC address

Port X1 Link state
Link speed

DNS server address

DNS server address

A8:74:1D:3C:5E:CF

®up
100 Mbit/s | -

Catan C1 EN: KNX settings

<, PLCnext Control
%

Catan C1

Overview

() Device
General data
Qy Diagnostics
Notifications
£ Configuration
PLCnext Store
Date &time
Network
KNX
Web services

© Security
SD card
User management
User policies
LDAP
configuration
Certificate
management
syslog
Firewall
Project integrity

£83 System
evice
maintenance
System services

App management

License
management

Update

Status @ Connected

Individual addressing

KNX serial number 00393946CCCB

enavted @)
knxterouter @)

IPinterface

Device address

Tunneling address

Tunneling address

Tunneling address

Tunneling address

Tunneling address

Catan C1: KNX settings

X1(LAN1+LAN2) v

15.15.0

15.15.251

15.15.252

15.15.253

15.15.254

15.15.250

Note: If the KNX IP router is to be used on the WAN
(enl) or X2 interface, this interface must be config-
ured as the default gateway (see section 6.3).
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7 Integrating the KNX IP router into a KNX network

The KNX IP router can be used as an IP line coupler or an network can be found in the KNX standard documentation.
IP area coupler. Information on the topologies of a KNX The figure shows use as a line coupler.

Ethernet (IP)

Figure 7 Use of KNX IP routers to set up a KNX network
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8 ETS integration

The Catan C1 KNX IP router is integrated in the ETS online
catalog. Alternatively, import the KNX product database
file PxC_Router.knxprod into the ETS. Drag the device into
your ETS project topology as required.

The example configuration shows the use of the Catan C1
KNX IP router as a line coupler. Catan C1 appears in the
topology window as the first device on the TP line, as
shown below. The physical device address 1.1.0 depends
on your topology. The KNX IP router has five (5) additional
addresses for five (5) tunneling interfaces.

~ [&] 11Parea
~ |8 1.1 TP line
v 181.1.0 Catan C1
1.1.255 KNXnet/IP tunneling interface
1.1.254 KNXnet/IP tunneling interface
1.1.253 KNXnet/IP tunneling interface
1.1.252 KNXnet/IP tunneling interface
1.1.251 KNXnet/IP tunneling interface

Figure 8 KNX line

The physicaladdress and the device name are set upinthe
right-hand window area of the ETS. The last digit of the
physical address of a KNX IP router must be 0.

B Properties >
@ = (=) @®
Settings P Comme... Info
MName
Catan C1

Individual Address
1.1, 0

.

Description

Last Modified
Last Downloaded 22.12.2025 15:01

0039:393C5eCF Oy 2

05.01.2026 14:43
Serial Number

Figure 9 KNX properties

The IP configuration is displayed when you select the “IP”
tab. It cannot be changed here. Necessary changes are
only possible in the WBM, as described in section 6 on
page 6.

[E) Properties b
& E| J @
Settings P Comme... Info

@ Obtain an |P address automatically

Use a static IP address

Assigned IP Address
192.168.1.1

MAC Address

Multicast Address

Figure 10 KNXIP properties

The physical addresses of the tunneling connections are
also set in the right-hand window area when the respec-
tive interface is selected in the topology view.

B Properties >
@ . @
Settings Comments Info
Name

Individual Address
295 =5

Description

Secure Group Addresses
Supported b

['P Export Interface Information

Figure 11  KNXtunnel address
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After completing the address configurations, select the To program a new device, the ETS prompts you to press
“Download” button of the ETS to carry out the initial pro- the programming button on the device. Press the small, re-
gramming. Make sure to select the network adapter of cessed button (see Figure 1 on page 4) marked “Action” at
your PC in the “Connections” menu at the top of the ETS the top of the controller to set the programming mode. The
window. status LED lights up red. When the process is complete,

the status LED lights up green again.

9 Device parameters in the ETS

Routing (IP => KNX)

1.1.0 Catan C1 > Routing (IP == KNX)

Description Individual addressed telegrams Filter ~
Routing (IP => KNX) Group telegrams for main groups (0-13) Filter ~
Group telegrams for main groups (14-31) Filter ~

Routing (KMX == IP)
Broadcast telegrams O Route Block

Repetition of individual addressed telegrams Disabled '© Enabled
Repetition of group telegrams Disabled © Enabled

Repetition of broadcast telegrams Disabled '© Enabled

Figure 12  Filter settings for routing from IP to the KNX TP line

Individual addressed telegrams

Block No individual addressed telegrams are routed to KNX TP.
Route Allindividual addressed telegrams are routed to KNX TP.
Filter The physical address is checked to determine whether the received

individual addressed telegram should be routed to KNX TP.

Group telegrams for main groups (0-13)

Block No group telegrams of these main groups are routed to KNX TP.

Route All group telegrams of these main groups are routed to KNX TP re-
gardless of the filter table. This setting is generally only used for test
purposes.

Filter The filter table is used to decide whether the received group tele-

grams should be routed to KNX TP.

112376_en_03 Phoenix Contact 11/ 16
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Group telegrams for main groups (14-31)
Block
Route

Filter

Broadcast telegrams
Block
Route

Repetition of individual addressed telegrams
Disabled

Enabled

Repetition of group telegrams
Disabled

Enabled

Repetition of broadcast telegrams
Disabled

Enabled

No group telegrams of these main groups are routed to KNX TP.

All group telegrams of these main groups are routed to KNX TP re-
gardless of the filter table. This setting is generally only used for test
purposes.

The filter table is used to decide whether the received group tele-
grams should be routed to KNX TP.

Received broadcast telegrams are not routed to KNX TP.
All received broadcast telegrams are routed to KNX TP.

In the event of an error, the received individual addressed telegram
is not sent again to KNX TP.
In the event of an error, the received individual addressed telegram
is resent up to three times.

Inthe event of an error, the received group telegramis not sent again
to KNX TP.

In the event of an error, the received group telegram is resent up to
three times.

In the event of an error, the received broadcast telegram is not sent
again to KNX TP.

Inthe event of an error, the received broadcast telegram is resent up
to three times.

112376_en_03
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Routing (KNX => IP)

1.1.0 Catan C1 > Routing (KNX == IP)

Description Individual addressed telegrams Filter =
Routing (IP => KNX) Group telegrams for main groups (0-13) Filter b
Group telegrams for main groups (14-31) Filter -
Routing (KNX == IP)
Broadcast telegrams ©' Route Block

Acknowledge (ACK) of individual addressed

telegrams Only if routed =

Acknowledge (ACK) of group telegrams Always Q' Only if routed
Figure 13  Filter settings for routing from the KNX TP line to the IP network

Individual addressed telegrams

Block No individual addressed telegrams are routed to KNX IP.
Route Allindividual addressed telegrams are routed to KNX IP.
Filter The physical address is checked to determine whether the received

individual addressed telegram should be routed to KNX IP.

Group telegrams for main groups (0-13)

Block No group telegrams of these main groups are routed to KNX IP.

Route All group telegrams of these main groups are routed to KNX IP re-
gardless of the filter table.

Filter The filter table is used to decide whether the received group tele-

grams should be routed to KNX IP.
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Group telegrams for main groups (14-31)
Block
Route

Filter
Broadcast telegrams

Block
Route

No group telegrams of these main groups are routed to KNX IP.

All group telegrams of these main groups are routed to KNX IP re-
gardless of the filter table.

The filter table is used to decide whether the received group tele-
grams should be routed to KNX IP.

Received broadcast telegrams are not routed to KNX IP.
All received broadcast telegrams are routed to KNX IP.

Acknowledge (ACK) of individual addressed telegrams

Only if routed
Always

Answer with NACK

Acknowledge (ACK) of grouped telegrams
Always

Only if routed

An acknowledgment telegram is sent for received individual ad-
dressed telegrams (from KNX) only if these are routed to IP.

An acknowledgment telegram is generated for each individual ad-
dressed telegram received (from KNX).

Each individual addressed telegram received (from KNX) is an-
swered with a “not acknowledged” telegram. This means that com-
munication with individual addressed telegrams is not possible on
the corresponding KNX TP bus.

An acknowledgment telegram is generated for each group telegram
received from KNX TP.

An acknowledgment telegram is generated for group telegrams re-
ceived from KNX TP only if these are routed to IP.

112376_en_03
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10 Support for KNX Data Secure

The current version of the Catan C1 KNX IP router is not a
KNX Secure device. However, it is possible to transmit en-
crypted KNX TP telegrams (KNX Data Secure) via both
routing and tunneling between the TP connection and the
IP connection.

This allows KNX TP Secure devices to be started up on the
line, and allows encrypted data transmission between the
connected KNX TP Secure devices and with

KNX TP Secure devices on other lines in the KNX network.
An IP tunneling client with encryption functionality can
also exchange encrypted KNX group telegrams with

KNX TP Secure devices on the integrated TP line.

@)

ETS/
~ Tunneling Client
Ethernet (IP)
r-—-—r- - - - - - - -=-=-= A
TP TP I é Catan Automation | |
Linel Linen I (Internal Tunnel) | |
e e e (o — — — — — — — |

2 Bed =

s Ked - &

é§>
... KNX Data Secure telegrams

Figure 14  Catan C1 KNXIP router: KNX Data Secure support
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When starting up a KNX Secure project in the ETS, a spe- ent does not support specific selection of a tunnel ad-
cial feature must be observed. As usual, a tunnel connec- dress, all encrypted group addresses relevant for tunnel-
tion must be associated with all the group addresses that ing must be associated with each of the five (5) tunnel
are to access the TP line via the tunnel. If the tunneling cli- addresses of the Catan C1 KNX IP router.
| Tepolegy R x Associations 3 .!.ﬂ Parameters
[F5 Search Folders Sen Group Address = Description Data Type Central
% 5 Download required . 0/0/110 Schalten switch Mo
B5 0 Not assigned to a line W 0/0/112 Eingang B1 switch ]
0/0/113 Ei B2 itch N
Il Topology Backbone v neang e °
~ [&] 11P area
~ |5 1.1 TP line

v {8110 catan C1
"k 1.1.255 KNXnet/IP tunneling interface
47k 1.1.254 KNXnet/IP tunneling interface
47k 1.1.253 KNXnet/IP tunneling interface

Figure 15  Association of encrypted group addresses with a tunnel address
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